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Change Log

Change Log

DE (] Change Description

2016-05-09 Initial Release of version 1.2

2016-06-14 Deploying High Availability Service with Cisco ACI and FortiGate
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Overview

FortiGate Connector for Cisco ACI (Application Centric Infrastructure) is the Fortinet solution to provide seamless
integration between Fortinet Firewall (Fortigate) deployments and the Cisco APIC (Application Policy
Infrastructure Controller). This integration allows customers to perform single point of FortiGate configuration
and Management operation through Cisco APIC.

While the FortiGate series of firewalls enable superb firewall services, in a data center environment, the insertion,
configuration, and management of network services such as firewall can be quite complex and potentially error-
prone tasks. One solution for such data center problems is Cisco’s ACI. Cisco’s ACl is a policy-based framework
with integration of software and hardware in the underlying leaf-spine fabric. In Cisco ACI, the APIC is a tool used
to automate service insertion and provisioning into the fabric of the network environment. Network service
appliances, both physical and virtual, can be attached to ACI fabric’s leaf node through APIC. Traffic demanding
certain network services is steered by APIC-managed policies to the appropriate resources. The FortiGate
Connector allows FortiGates to be included amongst the list of resources that traffic can be directed to.

Spine Node Spine Node

. . APIC - Controller ~ ACI Fabric

- |

Leaf Nodes a : a .: Leaf Nodes

/_, /f /
// /// // \ / \\ N E'ldpornt Groups
- s
~— . ——
>Z e el O e L
Senice Producer: Semnvice Producer: Semnvice Consumer:  Semvice Consumer:
EPG - WAN Firewall VM-Firewall EPG1 Users EPG2 Users
Licensing

FortiGate Connector for Cisco ACI is free of charge for Fortinet customers. You need to make sure that you
register your FortiGate with FortiCare on support.fortinet.com.
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Terms and concepts Overview

Terms and concepts

FortiGate VDOMs

VDOM or Virtual Domain refers to a discretely administered segment on a FortiGate firewall. A FortiGate firewall
that is not segmented and where a single administrator can access all of the firewall is operating in the “root”
VDOM. However, it is possible to segment the FortiGate so that different administrators can access different
areas of the FortiGate. Credentials for VDOM X will allow access to the resources and settings of VDOM A but no
other. There will also be global resources and settings that will require credentials to the root VDOM. When
setting up connectivity between Cisco APIC and the FortiGates it will be important to know which VDOMs control
the needed resources.

FortiOS RESTful API

REST (sometimes spelled ReST) stands for Representational State Transfer. It is a software architectural style
for the WWW. REST systems typically communication over HTTP, using HTTP verbs or commands to retrieve
and send information to remote servers.

A good resource for the finer details of Fortinet’s implementation of ReST can be found at
http://docs.fortinet.com/uploaded/files/1276/FortiAuthenticator REST_API_Solution_Guide.pdf

North/South and East/West Traffic

The cardinal compass direction terms to describe traffic flow are used to differentiate between traffic within the
cloud or data center and traffic going in and out of the cloud or data center.

« North/South - traffic either heading into or out of a cloud or data center.
o East/West - traffic that is between nodes inside the same cloud or data center.
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Features Supported Features

Features

There are a number of features associated with firewalls in general and FortiGate firewalls in particular. This
section should explain which of these features are available through the FortiGate Connector and which are not.

Supported Features

The FortiGate Connector for Cisco ACI supports the following functions:

Cisco ACI service insertion - software package for FortiGate device deployed to Cisco APIC, containing FortiGate
models, function description, version, credentials, as a L4-L7 service.

Enable tenant configuration to add/modify/delete L4-L7 device of FortiGate firewall service.
Enable FortiGate deployment as both physical and virtual device (FortiGate chassis & VM).
Support both transparent (GoThrough) and L3 (GoTo) device mode .

Automatically create VDOM (context). One VDOM per logical device under a tenant.
Enable FortiGate specific interface configuration: physical interface and port channel.
Support IP address configuration on Layer 3 interfaces.

Support subnet, service and schedule object configuration.

Enable FortiGate firewall device to connect to endpoint groups (EPGs).

Support IPv4 policies: match, action, network operations & security features selection (although the Enable/Disable
Security profile option in policies is not supported).

Support NAT.
Enable service graph to add/modify/delete FortiGate firewall service node.

New to v.1.2

The Fortigate Connector v1.2 for Cisco ACI has added support for the following functions:

High Availability (Active-Standby Mode)

OSPF based routing configuration in the L3 (GoTo) mode

Support for logging and error reporting of Fortigate as a L4-L7 device
Automatically create VDOM based on APIC virtual device ID

Policy enable/disable support

Enable/Disable DDoS features

Enable/Disable UTM Security Profiles

Unsupported Features

The following features normally found on FortiGates are not supported through the FortiGate Connector for Cisco
ACI.
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Planned for future releases Features

« Proxy Policy

o SSL/SSH Inspection

« FortiGate WAN load balance link.

« Administrator profile for limited access of different administrator accounts.
« Firewall port forwarding (destination NAT).

« Firewall logging: allowed traffic, security events, all sessions, etc.

o Firewall packet capture.

o Firewall with FortiGuard DDNS.

« Other Firewall features not specifically listed as supported.

The following information resources are available on the FortiGates but do not integrate with APIC:

o Error Logs
« Statistics Reporting
The unsupported features on APIC may still be used on FortiGate outside of the APIC control; the user must login

to FortiGate to configure, monitor, and debug. However, any conflict with the operations from APIC may cause
malfunction.

Planned for future releases

10

FortiGate Connector for Cisco ACI plans to incorporate the following features and functions into future versions of
the software:

o Support for BGP-based routing configuration in the L3 (GoTo) mode from APIC.

« Monitor FortiGate devices (health) status.

« Provide FortiGate device statistics — device and service counters per context.

o Support D-NAT configurations

« Support IPv6 policy configurations

« Performance reporting: control and management plane based on APIC, data path on FortiGate.
« Support of Dynamic EPG

New features are not limited to this list. These are just the features currently planned for.
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Supported Fortinet Products Models

Supported Fortinet Products

The supported Fortinet products refers to those that are compatible with the FortiGate Connector for Cisco ACI
software, and will properly integrate into the Cisco ACI. The products are separated into models and firmware but
it is an “and” set of parameters. In order to be supported the Fortinet product has to be one of the listed models
running supported firmware.

Models

FortiGate Connector for Cisco ACI v1.1.x and 1.2.x support integration with the following predefined models:

FG-600D
FG-900D
FG-1000D
FG-1200D
FG-1500D
FG-3000D
FG-3100D
FG-3200D
FG-3700D
FG-VM
Unknown (to be added based on customer's request)

Firmware Versions

FortiGate Connector v1.2 for Cisco ACI is compatible with the following FortiOS firmware:

FortiOS 5.4 and above
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Cisco Side Prerequisites

Prerequisites

Cisco Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied within the Cisco environment.

One of the following Cisco ACI environments needs to be in place:

Cisco ACI v1.2(2.g) or later

Within the Cisco ACI, the following configurations need to be completed before Layer 4 -7 Services (in this case,
the FortiGate Connector) can be deployed:

Creation of Access Policies configuration under Fabric menu
Creation of any need Tenant(s)

Creation of Network(s) (including Bridge Domain)

Creation of Application Profile(s)

Creation of End Point Group(s)

Creation of Contract(s)

Create OSPF L30Out (Only if OSPF is required)

For detail, please consult Cisco APIC deployment Guide.

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_
Deployment/guide/b_L4L7_Deploy.html

FortiGate Side

Before the FortiGate Connector for Cisco ACI can be successfully deployed, a number of prerequisites need to be
satisfied on the FortiGate side of the equation.

Physical Firewall

1. Configure administrator user name and password.
2. Enable http/https on mgmt. port.
3. Configure IP address in mgmt. port.
4. Enable VDOM-Admin globally.
5. Configure Port-Group if needed.
VM Firewall
1. Assign network ports before start VM
2. Configure administrator user name and password.
3. Enable http/https on mgmt. port.

12
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Prerequisites FortiGate Side

4. Configure IP address in mgmt. Ports
5. Enable VDOM-Admin globally
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FortiGate Side Components of the Device Package
Components of the Device Package

To add a network service to ACI fabric, the service’s device package needs to be uploaded to APIC. The device
package is a zip file containing these components:

Device model or specification

The Device Specification is an XML file called DeviceModel . xml that covers descriptions of FortiGate
devices, interfaces, connectivity and services. The file contains a hierarchical description of FortiGate devices,
including:

« Device functions
« Parameters of each function
« Interfaces/network connectivity information of each function.

Device script

This is a Python file, DeviceScript.py with API functions to interface between the Cisco APIC and the
FortiGate REST APIs. This Python file is associated by the DeviceModel.xml device specification to device script
for APIC.

Directory of supporting files

This component contains supporting Python files, text files and libraries of scripts and tools.

Image file or directory

The directory contains file(s) such as a Fortinet icon (Fortinet name.gif)to be displayed on the APIC
management page.

Policy Manager - Managed Objects

‘ Device Package ‘

REST APIs
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Operational modes Go Through Mode (Layer 2)

Operational modes

There are two types of network service devices which Cisco APIC integrates with. These types of devices are
defined by their operation mode. They are either Go Through or Go To. Normally a device has to be
preconfigured as one of these types before its imported package is managed by the APIC.

Go Through Mode (Layer 2)

Devices in Go Through mode are considered layer 2 devices (from the OSI model) and are sometimes known as
transparent. They are referred to as transparent because while the traffic goes through them and can be affected
by them, they are not seen by the network and are not a destination in their own right for the traffic. They do not
route traffic. These devices are not referred to by the packet’s destination MAC or IP address. In most cases,
these devices will only have an address for the purposes of management.

Go To Mode (Layer 3)

Devices in Go To mode are considered Layer 3 (from the OSI model) devices. They can route traffic and they are
referenced as the destination in a packet’s destination MAC address or destination IP address.

Multi-tenant multi-device support

« Multi-tenant Multi-device is typical in the use cases of this project. The support is worth more detailed description.
When FortiGate device is added a tenant’s L4-L7 services, multi-context aware can be enabled. This indicates to
the device package that the L4-L7 device is going to be a virtual device that shares resources with other tenants on
the FortiGate. In FortiGate implementation, this virtual device is represented by a VDOM. Under each tenant,
multiple such virtual devices can be configured. VDOM name is the virtual device ID generated by APIC when a
virtual device is added.

« Each tenant sees all available interfaces and can share interfaces (ports) with other tenants, if it is multi-context
aware. For Physical Device under L3 Routed (GoTo) Mode, Tenant can share physical interface as VLAN is used to
isolate the physical interface. In VM Device, this is not true. You can only use dedicated VNIC.
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Physical Fortigate Supported use scenarios

Supported use scenarios

Physical Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.

Virtual Fortigate

Go-Through Mode for west-east traffic within data center in ACI.

Scenario: Web server and back-end database servers have same subnet in data center; customer needs firewall
service between web server and back-end database servers.

Go-To Mode for north-south traffic for Web Server to access DataBase server in data
center.

Scenario: Firewall service for Web Server to access DataBase server in data center.
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Deployment Procedures Device package installation

Deployment Procedures

Below sections, we will walk through the high level of how to deploy a service insertion as well as detail
procedures of how to perform each steps.

Device package installation

To successfully deploy Fortigate Connector into Cisco APIC, customers need to perform the following steps:

Import Device Package

Add L4-L7 Device

Create Functional Profile
Create Service Graph Template
Deploy Service Graph Template.

a0 Dd =

Service Deployment

According to the APIC deployment guide, a service device introduces a Layer 4 to Layer 7 service by this typical

procedure:
1. Import the device package of the service device,
2. Configure a tenant who asks for network services,
3. Register the device and its logical interfaces,
4. Configure logical device parameters,
5. Configure a layer 3 network,
6. Configure a bridge domain,
7. Configure an application profile,
8. Configure a physical domain (or VMM domain),
9. Configure a VLAN pool,
10. Configure a contract
11. Configure a management endpoint group (EPG),
12. Configure a service graph template,
13. Select default service graph template parameters,
14. Attach the service graph template to a contract

15. Configure additional configuration parameters.

To add a support of a non-Cisco firewall device in the Cisco ACI fabric based data center, a device package
should be developed for the APIC. Then the remaining task is standard APIC deployment of a network service
device.
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Importing the Device Package Deployment Procedures

Importing the Device Package

1. Download Device Connector Package from Fortinet Support Web (URL) site to local storage.

2. From APIC menu, Navigate to L4-L7 Services > Packages and right click on L4-L7 Device Type on the left
hand panel. Select Import Device Package

WM Nebworng L4-47 Services

Inveniory | Packages

L4-LT Service Device Typas

= pre—
—

cEco ASA 12 Fevwnll
Fortinet FGARC LK} Flogwail
Farmner FGAFIC. 12 Firewall
Fermni FOARC 13 Fiewmil
Fartnet FGAFIC. 51 Firewall
Feamner FOAFIC 52 Feamat

Fartnet FGRFIC. 82 Foewall

Remove Device Package

To remove Device Package, navigate to L4-L7 Services > Packages and right click on the Device package on
the left panel and select Delete option.
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Deployment Procedures Add L4-L7 Device

VM Networking

L4-L7 Service Device Type - Fortinet-FGAPIC-1.2
I o et

» L CBCo-ASA1 2
R emoom ®i3) p—

T Fennen s
L El Farinet: ! S .
[N - - Moded: FGAPIC
» T FomnelFAARCS Y Capabisies: GoThrough GoTs

Major Version: 13

Minge Version: 3§

Minimum Required Conroller Version: 110
APIE Canwotes Varsion

Fackage Name: Device Scriptoy
‘Supported Protocels: ospl
Infertace LAME . pipemg

antamal

management

Add L4-L7 Device

Within Tenant, Expand L4-L7 Services > L4-L7 Devices, right click on mouse and select “Create L4-L7
devices”

L4-L7 Devices - FW3700
[

- R e e

+ I Apgiicaton Protiss =)
AcTioNs -
* B B
I L4-L7 Sureice Paramatars General Davice 1
§ Management I Acms: 10.160.11.13 Maragamant Port. 443 3
Pame: FWITON [ — @
Dawice Package: Fortinet-FGAPIC-1.2
Sarvice Typs: Fiemall " " '
Davice Typs: PHYSCAL - tame P
Dommain: - |
Prysical FiDomain L] os: Note-1Een a0
Contest Aware Multiple ]

Nooe-152wR 130
e

Ciustar Mads: Single Node

I Esprd Davicas ) Cluster
» B Devvcns Sehecton Fobcis | | Credentials Management  Address: 10.160.11.13 WManagsment Port 243 s
» B Degloyad Graph Instances | Lo s [ T - @
» I Depleywd Dmvices P, — Chister biertacas
(Bl wommd Mansgement Contguraton tr LIALT devicas Confm Password: ——- !
» B Dewen Managers e e o T -
* O cnasss Configuration State cansumar Eemal PO Deice 1 ort]
M;: o frerron FWETO0_Davice_1iport]
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Add L4-L7 Device Deployment Procedures

GENERAL
Name Name of the Device
Device Package Select Device Package from drop down list
Model <List of the supported models>
Mode « Single Node / HA Cluster
Function Type o GoThrough (L2)
« Goto (L3)
CONNECTIVITY

Field Description / Options

Physical Domain or VMM Select from drop down list Domain which you should have configured during APIC
Domain Access Policies setup

« Out-of-Band
« In-Band

APIC to Device

CREDENTIALS
Username <login name to the Fortigate>
Password <Password to login to Fortigate>
Confirm Password <Password to login to Fortigate>
Device 1

Field Description / Options

Management IP Address <IP address to connect to Fortigate>

20 Insert Document Title Here
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Deployment Procedures Add L4-L7 Device

Field Description / Options

« http
Management Port o https
https is the prefer method

Connects To « Port (Default), PC, VPC
Physical Interfaces Click on “+” sign to add interfaces connecting from APIC to FortiGate
Name Select from Drop down list to select port.

(If using Port Channel, please type in the correct Port Channel name
ex:PO1, PO2..etc.)

Cluster
Configure all the fields same as Device 1, with exception to Cluster Interface.

For Cluster Interface, click the “+” icon to add logical device interfaces.

Create Functional Profile Group

1) I el [' ' SYSTEM TENANTS FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS
AL reanrs | oo o | sear SRR | <> | T2 | et | i | e v
L4-L7 Services Function Profile Group - DemoFPGroup
=
[Ol¥]
PROPERTIES

Name: DemoFPGroup
Description: Demo Functional Profile Group
Service Function Profiles:

(Bl Troubleshost Policies
[ B tonitoring Folicies
[ 1417 services
[ i 1417 Service Graph Templates ASSOCIATED FUNCTION DESCRIPTION
[ B Function Profiles
L I —
[ ProfileGroup
[ B L4-L7 Devices:
ERTE revmicoo
{3 i Imported Devices.
[ B Devices Selection Policies
2 0eployed Graph Instances
[EE M Deployed Devices

Remove Functional Profile Group

To remove Functional Profile Group, navigate to Tenant > L4-L7 Services > Functional Profiles and right
click on the Functional Profile group name listed on the left hand panel and select Delete option.
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Create a Function Profile Deployment Procedures

alialn SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES
cisco
ALLTENANTS | ADDTENANT | Search: | common | Ten2 | mgmt | infra | ¢ -t
L4-L7 Services Function Proflle Group - DemoFPGroup
-Qulck Start
B A Tenant Ten2
N B ~pplication Profiles Ig";l
BN B Networking
[ L4-L7 Service Parameters PROPERTIES

BB B s=curity Policies
[ Troubleshoot Policies
BB B Menitoring Policies

Name: DemoFPGroup
Description: Demo Functional Profile Group
Service Function Profiles:

B 1417 Services
R 1417 Service Graph Templates ASSOCIATED FUNCTION
I Fnction Profiles DemoFunctionalFrofile Fireveall
E DemoF

B profiles B ook

- L4-L7 Devig Create L4-L7 Services Function Profile
- Imported D{ u
- Devices Sl
- Deployed G “ Post ..
Rl 0eployed Devices

Save as ..

Create a Function Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

L4-L7 Services Function Profile Group - FP

e pr—

I U417 Sarvice Farameters Properties
» B Sacurity Pubcies Mame: FP
» I Troublestoot Palces Desurigbon
des Sarrce Funcson Profies. +
# Graph Templates — e —
AFTransit Firewal

» B Devce Managers.
+ BB Chassa

Functional Profile Objects Explanation under “Features”:

Device Network:

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the interfaces
(typically external and internal) that will be associated to the VDOM. If user intends to have multiple legs
deployment scenario, this is where he/she can add additional interfaces with unique name.
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Deployment Procedures Create a Function Profile

Beginning with FortiGate Connector v1.2, the device package no longer has the option

\, to select VDOM mode and VDOM name. Instead, the VDOM name is automatically
‘?' generated based on virtual device ID from APIC; the VDOM mode is based selection
of Go-to mode and Go-through mode during the device creation. If Go-to mode is

selected, user must input IP addresses and subnet mask for each interface; if Go-
through mode is selected, user must leave IP address field untouched.

Firewall Objects:

This field allows user to customize Firewall Addresses, Service and scheduling.

Firewall Policy Rule:

This field encompassed the creation of Firewall policy that will be program onto FortiGate. Security Profile and
Logging Options can be enabled or disabled here.

Ay

~ P If user intends to use multiple service graphs shared by same virtual device, please
? ensure the rule ID, policy names are all unique across all service graphs. Otherwise,
- policy rules will overwrite each other.

We made changes on this release to allow better policy sorting function. The “Name” Column under
FireWallPolicyRulelD (Figure 1) will only take numeric entry. This field is equivalent to “Policy ID” on the
Fortigate. We have added additional sub-fields under this folder and they are “Name” and “OrderNo” respectively
(Figure 2). The “Name” sub-field is equivalent to “Policy Rule Name” on the Fortigate and this field is optional.
The “OrderNo” sub-field is a mandatory field where we leverage it to sort the ordering of the policy. The lower
policy number will be listed first on the Fortigate. In the case of share VDOM with multiple service graphs, the rule
above applied where the RulelD and policy names need to be unique.
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Create a Function Profile

24

Figure 1

Edit Function Profile

Deployment Procedures

Click row to edit value

Features:

FirewallPolicy Rule

All Parameters

Folder/Param

BEEEBBEB
[N

B 4 _S! Function Config
» I;H FirewallPolicyRulelD(Number Only - EX. 1,2.)
» f_:il FirewallPolicyRulelD{Number Only - EX. 1,2..)
» l_:ﬂ FirewallPolicyRulelD{Number Only - EX. 1,2..)
» 2 FirewallPolicyRulelD{Number Only - EX. 1,2..)

Mandatory Locked

false false
false false
false false
false false

SUBMIT | CANCEL |

Figure 2

Edit Function Profile

Click row to edit value

Features:

FirewallPolicy Rule

Basic Parameters All Parameiters

Folder/Param

B & 3‘ Device Config Device
Ed B 4 ' Function Config Function
Ml B 4 3 FirewallPolicyRule... 10
B O b LI LoggingOptions  Logging
B & » I SecurityProfiles  SecurityProf...
B M =]l Action(acceptid... Action accept
[ X %] E)| Destination Add... DestAddress  all
[ %] )l Enable This Pol. . status enable
[ =] [E Name Name 10 ]
=] | Natlenable/disa... Nat disable
[ x =] | =) orderNo OrderNo 10 |
[ =] =l Outcoming inter... Outinterface  external
B ™ =l service Senice ALL
B H =l| Source Address... SourceAddr... all
B & Ell incoming interfa... Ininterface internal

false
false
false
false
false
true

false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false

false

false

| suBmIT I| CANCEL I
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Deployment Procedures Service Graph

Static Router:

Allow user to configure static route that will be used on Fortigate.

All:

This field listed all the parameters stated above plus DDOS configuration.

\ L}
‘9' If user is using multiple legs shared by same virtual device, please ensure to select
appropriate interface names created earlier from Device Network field

Review

All Field display all the fields in the features listing. If you are satisfy with all your inputs, then hit the submit
button to complete your creation of Functional Profile template.

mm SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS

ALLTENANTS | ADDTENANT | Searcl | common | Ten2 | mgmt | infra | cisco-asatl

Create L4-L7 Services Function Profile

2
BB ~pplication Profiles

Create Function Profile

Name: [ DemoFunctionalProfile

Description: [optional

Copy Existing Profile Parameters: l
Profile: | Fortinet-FGAPIC-1.0/Basic-Firewall-Policy ¥ @
] Festures and Parameters
E) ProfleGroup In order to auto apply new values to the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -
Default
Features. BasicparameTers | TR 30
FOLDER/PARAM MANDATORY LOCKED

B EE (] Devicelnterface portil false false -
Ed B  EEC] Devicelnterface port12 false. false |
B BB Firewalladdresses Adobe_Login false false
E3 B D FirewallAddresses Gotomesting false. false
(<] (] FirewallAddresses Nene false false
B3 B ERCDFirewallAddresses SSLVPN_TUNNEL_ADDR1 false false
E B EEC]Firewalladdresses Windows_update_2 false false
E B O Frewalladdresses adobe false false
E & B Firewalladdresses all false false

al B B B Firewalladdresses android false false
E B EEC Frewalladdresses apple false false
DI (] apostore false false -
+ I 1 »

Service Graph

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.
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Service Graph

Operations #

System Tenants Fabric WM Networking L4LT Services Admin

R L T p———
BE

N
cIsco

L4-L7 Service Graph Templates

[Bl3]

Create L4-LT Service Graph Template

Drag device clusters to creale graph nodes

o o
= Graph Trp: 1 Create A Hew Cne ©) Clona An Exiing One
1 a0 adennond Frwweth |
Consumer Pravider
wa 3 B 3 -4
& s
FwiTen
wo e
Fies aseracance
hon o LA T| [T
Frewalt @ Routed € Transparart

Protle: Fortinet-FGAPK- 1 3fitssic-Frewel-Fob ~ [

Deployment Procedures

Right Click on L4-L7 Service Graph Template to create a Service Graph.

Deploy Service Graph

Once we combined the Firewall configuration and associated device together, we are ready to deploy the service
Graph to create a VDOM automatically.

WM Networking

L4-L7 Service Graph Template - RPTransmit

I o et
» B Apphicaton Proties
* Consumer Proviger
7 Surece Parameters
B0t P - PHITIO
L ]
RP
TN et
[——
Prove. RETransi

P PR e

B ,

* B Deployed Devices
f ad Managemeni Canbpuraton for LALT devices

swowuisage || suimer IL"' |

1. Right Click on Service Graph defined from above and select Apply L4-L7 Service Graph Template.

Modify Service Graph

1. Navigate to Tenant>Provider EPG>L4-L7 Service Parameters and select the pen icon, which will lead you

into edit mode to modify parameters on deployed Service Graph.
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Deployment Procedures

Service Graph

T L4-LT Service Parameters i
4 B Tarantrane o~ Saaecn by harve § Vi
4 B Aegucance Preties -
o .
4 B Applicaton EFGs Mo Foscon Pasam ey Coatact Mame - R
v & EPGAoe2 * I Frewalisenice a2 RFTransmit AP AF53
4 @ erooe » B FremaltSenics @ RETrangmt Be A
B Domains (Vids and Bare-Metals, + I FermpltSerics = AP Trarent P ALL
+ B FremsliSenic a FFTarimt AP ALL_EHP
+ I Feswaltsenics @ R Trarmt AP ALL_TCP
. conracs » B Forwatsenica @ RETransmt £ ALL_LoR
B sus EnePoist » I Fermalienics @ R Transmit aF AOL
» B Sutnen * I FeemaitSerics e R Trarimt L [
LT e * e a R Tt AP CVSPSERVER
+ B Feemaltsanics @ P Traramt AP DCERFC
LT P addass Post
+ B Frswaltsenics @ RFTrammt AP DHCF
P_ T ——— a ReTranmt " ons
e + I DevcaRsubr L RFTrarmt L Davicsouter
» BP0 TenB_ten » B o8 = .
» I uSeg EFGS » B FesmiiSenice a P Trarimt RP ESP
B L4.L7 Sanvice Parameiers R = o S
* I Ferwalisenics @ RETransmit L FIF
» I FeewaliSenics -] RFTransmit AP FTP_GET
+ I FermaltServics L R Trarit L FTR_PUT
+ B Fepmmisenics @ P Tracamt " GOPHER
g Polies
# B L4L7 Services
e [1 L oty bfecte 1. 70 0058

On the next screen, select the Contract name, Graph Name and Node name from the drop down list and all the
associated Service Graph Parameters will be displayed.

Expand the field you want to make modification and change the appropriate value from the drop down list and

then hit submit.

SYSTEM

TENANTS

A renans Ao ot | Searcn: D | <o | T2 | e

1]

FABRIC

| infr
D

VM NETWORKING

L4-L7 SERVICES

ADMIN

OPERATIONS

Edit L4-L7 Service Parameters
Click row to edit value
[E NAMY
Contract Name: | t @
Graph Name: | Ten2/Test25G @
Node Name: | Firewall @
Features and Parameters
Features:
B B3 Device Config Device B
FBEl B EHCJ pevicelnterface port2
El B  EHCpevicelnterface port3
[+[x] BB 1 FirewallAddresses Adobe:_Login
[x] BB OO Firewalladdresses verisign
[x] 8 (3 Firevalladdresses update.microsoft.com
El B8 EHCIFirewalladdresses swscan.apple.com
Ed 8 EECTFirevalladdresses softwareupdate vmware.com
El &  EECFirevalladdresses skype.
Al E B EHC Firewalladdresses microsoft
El &  EECFirevalladdresses live.com
Ed & EEC]Firevalladdresses itunes
es E B EHC Frevalladdresses icloud
I [ pemofPGroup El @ EHC]Firewaliaddresses googleapis.com
5 DemoFunctionalProfile H e (] Firevalladdrasses gosgle-plays
El @ [EEC Frewalladdresses google-play2
El @ B Frewalladdresses google-play
M Eme i h
o L L _}
B B Firewalladdress demiocontract Test25G Firzwall google-play

Remove Service Graph

1. Navigate to Tenant>L4-L7 Services>L4-L7 Service Graph Templates. Right click on Service Graph template
and selectRemove Related Objects Of Graph Template.
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Service Graph Deployment Procedures

alial System Tenants Fabre WM Networiang L447 Services Admn

Cisco

Torant Tanants o=

L4-L7 Service Graph Template - RPTransmit

I o et

canen Proties

4 B Apgiication EFGs Proviger
v & EPGsoe2 - = F
+ @ epoonz FoTe0
+ & EPGTena
+ & EPOTenB_sso o

* I uSeg EFGs
B L4.L7 Sanvice Faramiiers

FUTON bekereation
» B Netwarkisg Firwout Roouted

I L4-L7 Servics Parameters Protie. RFTranst
» B Security Policies
[ RIS —
I Wositoring Polcies
LaL7 Services

LT Saescn Gragh Tampiaies

W oy LT Servies Guph Tomplse
N , E41LALT Service Grigh Temgiate
» 0 Lea7 Do B Dve I'_._'_._'___,_,_,_.---
B imparted 0y B3 Fomoue risted Oticis OF Graph Tampizte """

0 Devcns o B sevem
» 0 Degloved © [l pemt

B Deployed Divices
Tl rbmad Mansgement Cantgursion or L4 T devices

I Device Mansgers
+ I Chasss

2. Select Contract and Provider EPG from the drop down list and check all 3 boxes:
« Remove Related Contract
« Remove Related EPG Parameters
« Remove Related Device Selection Policies
Hit Submit. This will remove all the related objects for this Service Graph.

SYSTEM FABRIC VM NETWORKING L4-L7 SERVICES OPERATIONS
o 0D T Se: mmon | Ten2 | memt | infra L
L4-L7 Service Graph Template - Test25G
B®rcn -
[ Contracts
1B Static Bindings (Paths)
M Static Bindings (Leaves)
I Static EndPoint

I subnets
mains (VMs and Bare-Metals)
M Attributes

[ s Remove Related Objects Of Graph Template
.®- L4-L7 Service Parameters o Provider
B2 ® ercout EPG
821; Please check Contract, EPG Paramsters and Device Selection Policies to remove
est
E® erGtest2 Graph Tempalte Name: Test2SG
I L4-L7 Service Parameters contract: | N @

Networki
-Lj l_w - P Provider EPG / External Netwark: | Ten2/AP/In > @
L7 Service Parameters
Security Policies Remove Related Contract: [¥]
B Troubleshoot Policies Remove Related EPG Parameters; [¥]

Remove Related Device Selection Policies: V]

B Monitering Policies
B B 1417 Services

= 147 Senvice Graph Templates
BB~ DemoseniceGraph
Bl Testzsc
8 oo Pt
B [ bemoFrGroup

&l pemoFunctionalprofile

BB ProfileGroup
I 147 Devices

ER{E Fevmio00
[EE B Imported Devices
ER i D=vices Selection Policies

28 Insert Document Title Here
Fortinet Technologies Inc.



Deployment Procedures

Delete the Service Graph

1.
Templates.

Service Graph

To delete the Service Graph Template, navigate to Tenant > L4-L7 Services > L4-L7 Service Graph

2. Right click on template name listed on the left hand panel and select Delete option.

afraln
CISCO

Se
k Start.

SYSTEM FABRIC

Tenant Ten2

mon | Ten2 | megmt | infra | cisco-asa-tl

L4-L7 Service Graph Template - DemoServiceGraph

VM NETWORKING

L4-L7 SERVICES

OPERATIONS

EHBm Acplication Frofiles
B Netviorking

I L4-L7 Senvice Parameters
I Security Policies

[ Troubleshoot Policies
I ronitoring Policies

i 417 senvices
B8 B L7 Service Graph Templates
(R
B Test2s @  Apply L4L7 Service Graph Template
BB Testi3

Delete <

I3 i Function Profiles|
BB 147 Devices

<
Remove Related Objects Of Graph Template

%]
[ B Imported Deviced

= I Devices Selectior z:‘“
IR B Deployed Graph
BB Deployed Devices
Service Graph deployed

m

To

. To Provider
ot ot
Consumer Firewall EPG
EPG
Firewall

Once the service graph is deployed, the Fortigate device will received configuration through REST API
commands from the Cisco APIC. Below figure shows a successful service graph deployment. The Interface
configuration such as vlan, IP..etc and firewall policies are all being programmed onto the Fortigate. From this
point forward, any update is continue to be manage by Cisco APIC until the service graph is remove.

i
cisco

AL TEMANTS

Comcreny bertaces.
PWITO0_Device_1ipans)
PHITON_Devica_Lipen]

e
wian-40%
wian-806

Function Node - RP
-
4 B Tyrar rans
» B Apgiscason Profes E
Properties
Hame: P
Functon Type: Galo
Devices: FWITON
Chetie R g
Ectamal
isrmal
FUnchon COnmciern: ., jiume
consumer
» B mpaned Dences p—
» B Devces Sechan Pobcis
W mpee e |
l | Folders And Parameters
Feaures e
+ ) Deviceieterce
+ L Deicomiartac
4 ) Funcen Cony
v ap
a1 + O DurkcaReeutar
+ O pos
+ O FrewatAstresses
+ O FrowstAstrosses
b Frmwanastresses

Ci
s

0772
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Deploying Data Center Layer 2 Segmentation with Cisco ACI and FortiGate Installation Variations

Installation Variations

Deploying Data Center Layer 2 Segmentation with Cisco ACI and FortiGate

Pre-requisites

« Fabric Access Policies creation relating to
« Vlan Pools
« Domain
« Attachable Access Entity Profiles
« Interface Policies
« Switch policies
o Create Tenant, VRF, 2 Bridge Domains, 2 EPGs
« Associate 2 Bridge Domains to VRF
« Associate 2 EPGs to the 2 Bridge Domains
o Layer4-7 Device Package has imported into Cisco APIC

Work Flow:

1. Create L4-L7 Device with Go-through Mode
2. Create Functional Profile

3. Create Service Graph Template

4. Deploy Service Graph
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Create L4-L7 Device with Go-Through mode on Cisco APIC

+ I Apgiicaton Protiss )
ACTIONS =
» 8 i O3]
I L4.L7 Service Parameters General Device 1
» B Secunty Pobcies Mansgea [ Management I Address: 10.160.11,18 Maragement Port: 443 -
» I Troublestoot Palces Name FWITONZ Chassis: soect s v - @
» B Mostorig Palicies. Darwice Package: Fortinet-FGAPIC-1.2 fes—
oo ] '
® Graph ¥ - Mame Path
poett [ ——
po Nose-102eR 10
v 1 rovuce Cluser Meas: S Node
» I Foviaiy Cluste:
Credentials e
I reden Management I Address: 101501119 Management Por: 443 s
. samarme: Dwicablneger: amacta vt - @
» B pated © P — [ep—
» I Devices Selection Pobcies Confem Passwond: ——. ¥
e - - PR
Configuration State J—— 2 FWIT00L2_Dwrice_1{ports]
(Bl wommd Mansgement Contguraton tr LIALT devicas Cachpmsian s P
ITO0L2_Dwwce_1{pertT]
+ B Devcn Managers DSV Seh s
» B Chasss [ P FWITO0LZ_Device_1{ports]

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy, such as L4-L7 Device Interface
IP addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.

VM Networking

I o et

P B o e
» B psiicaton Profs
e @ ACTIONS =

Properties
Hame: FP
Duseriston
+ I Mositariag Palcies Sarsicn Puscien Frolies A
4 B 4T Senvices
B L4-LT Sarvice Graph Templates & Mama v fanction Bescrgton
» B Router contguratans AFTransit [

a BB Funcien Pecties

e B e

b g [ Crostn 417 Sarvicms Pamcicn Prcte
» .o B -

v omos @ e
» B Desieyed Divices
T8l inbaed Mansgement Contguraton or LE-ALT devices
» I8 Devca Managers
» B Cass
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Functional Profile Objects Explanation under “Features”:
Device Network
Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the

interfaces (typically external and internal) that will be associated to the VDOM. If user intends to have
multiple legs deployment scenario, this is where he/she can add additional interfaces with unique name.

Al
S L4
9 User must leave IP address field untouched in Go-through mode.

Firewall Objects
This field allows user to customize Firewall Addresses, Service and scheduling.
Firewall Policy Rule

This field encompassed the creation of Firewall policy that will be program onto Fortigate. Security Profile
and Logging Options are also configured here.

All

This field listed all the parameters stated above plus DDOS configuration.

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.

alvaln System Tenants Fabrc WM Networkng L4LT Services.

cisco
AL TERANTS. | Agd Tesart | Search: [ EEEEEERIRSIR | Terantt | Asian | commen | inta | mgmi

e I L] L7 Service Graph Templates SE
Y "

Create L4-L7 Service Graph Template

Drag devics CusIers 1o creale Graph noses.

I

-
-
-
v .
-
-
@ I L4-L7 Servcn Gragh Tenplaes. | = Graph Trpe ® Creale A New One Clone An Exining One

B Torani FOVMLY Marsged Fewmsil)
B Torant! FGVMLI (Managed Frawall) ‘Consumer Provider

» B Aol .
o | Tanantt FWATO0L2 (Managed Firewal] @ c _— e
& B LALTE [ Terantt FPWITO0LY (Managed Firesail) R

W
Fiease draqg a Savice Yom Sevices lable and drop E here 1o coeahe 3 servica node.
PWITSOL rdsrrston

Probls: Fortint-FGAPKC- 1. 2/llasic-Fowal-Fob = (@

suswrr || camcer
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Deploy Service Graph

Once we combined the Firewall configuration and associated device together, we are ready to deploy the Service
Graph.

I o et
4 2 Tarar st
» B Apphicaton Proties
» O Netwaring
I U417 Sarvice Farameters
unity Pobeies
stact Paiicies

ervice Gragh Tamplates

b Tens W e LT Serven Graph Terie

[l P S LS LT Sarvice Grigh Templale -
» I Router contg B e

* O Fuchon o8 B s Rsistes Otiecn 1 Gruph Tempae
- D
v @ rovuz

B rm

B patedt Duvicas
» [ Devicns Sehechion Pobcies.
» B Degioyud Gaaph Instances
B Desied Devieos
(Bl wom=d Mansgement Contguraton tr LIALT devicas
» B Devica Mansgers
B Chases

L4-L7 Service Graph Template - Layer2SG

Consumer

e
Z FWITOOLE

"

Pt Transpanent
Frote. Basic.Frewst Policy

On next screen select the Consumer and Provider EPGs and assign a contract name or select a pre-define

contract.

atfvanfue
cIsco

ALL TERANTS | A

STEP 1 > Contract

» . etwaring

Conhg A Contract Between EPGs
PET—

Contenct ematon

-] Provicer EPG / Extemal Network: Tesast] [aPfeng-D8

Cormnct @
Contract Nama: contract

oo Fitar (Ao A1 Teasiey (2

» B imparied Dunces
I Devices Selection Pobcies

» I Degleyed Graph instances
» I Depleywd Dmices
(Bl rand Mansgement Contguraton o
» I Deveca Managers
+ I Chasss

1. Contract 2. Graph

%]

showusace || seomr l RESET

sowusioe | [swomn | weses

Next screen select the logical interfaces defined during the creation of L4-L7 Device.
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34

I o et
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Installation Variations

B e e e

ZEmal) 3 FWITO0L Parameters

PREVIOUS WEXT CANCEL

Next screen is the last minute to validate all configurations before deploy, then hit the submit button.
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Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate

L3 Segmentation Topology

Spin201

Leaf101

13¢.0.0.254/24

VRF2
OSPF/Areal
Import=10.10.10.0/24

Import=130.0.0.0/24
Import=181.0.0.0/24
Export=150.0.0.0/24

Import=150.0.0.0/24
Import=181.0.0.0/24

Port5-vlan805
External:181.0.0.253/24

Portb-vlan806
Internal:130.0.0.253/24

Fortigate
TenantB
= =
J
EPG-App EPG-DB
App Server BD-App DB Server BD-DB
10.10.10.10/24  VRF=VRF1 150.0.0.10/24 VRF=VRF2
Introduction:

This document describes the configuration walk through of L4-L7 Service Graph with L3 Segmentation within
Data Center.

Prerequisites:
Please pre-configure below configuration before deploying this design:

« Fabric Access Policies creation relating to:
o VLAN Pools
o Domain
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« Attachable Access Entity Profiles
o Interface Policies
o Switch Policies

o L4-L7 Device Package has imported into Cisco APIC

Work Flow:

36

1.
2.
3.

10.
1.
12.
13.
14.
15.

Create Tenant (TenantB in our example)
Create VRFs (VRF1 and VRF2 in our example)

Create Bridge Domains and map to VRFs ( Bridge Domain App and DB are mapped to VRF1 and VRF2
respectively in our example)

Create EPGs and map to Bridge Domains (EPG-DB and EPG-App in our example)

Create two L30ut EPGs (1 for Firewall External and 1 for Firewall Internal. In our example, we created
“FortigateExternalOut” for Firewall External and “Fortigatelnternal” for Firewall Internal)

Configure gateway IPs on Bridge Domains (DB and App) for App and DB Servers
Ensure “Unicast Routing” is checked in each Bridge Domain

In Bridge Domain App, associate L3Outs to “FortigateExternalOut”; in Bridge Domain DB, associate L30uts to
“Fortigatelnternal”

Map App and DB machines to EPGs and configure correct IP addresses, and use Bridge Domain IP address
(configured in step 6) as its gateway

Verify App and DB machines can ping to gateway IP address
Create L4-L7 Device with GoTo mode

Create Functional Profile Group as well as Functional Profile
Create Route Profiles

Create L4-L7 Service Graph Template

Deploy L4-L7 Service Graph
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Configuration:

Deploying Data Center Layer 3 Segmentation with Cisco ACI and FortiGate

Configure the Bridge Domain DB and App as well as VRF1 and VRF2. Associate Bridge
Domain App to VRF1 and Bridge Domain DB to VRF2.
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Deploying Firewall Service for North-to-South traffic with OSPF

Route Peering Topology
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Introduction:

This document describes the configuration walkthrough of L4-L7 Service Graph with Route Peering, where the
consumer is external to ACI Fabric and the provider is internal to the Cisco ACI Fabric. With route peering feature
provided by Cisco APIC, external traffic can reach internal servers through L4-L7 Services.

Prerequisites:
Please pre-configure below configuration before deploying this design:

« Fabric Access Policies creation relating to Vlan Pools, Domain, Attachable Access Entity Profiles, Interface Policies
and Switch Policies

« Layer3 Connection Outside of ACI Fabric

o L4-L7 Device Package has imported into Cisco APIC

Work Flow:
1. Configure routing configuration on external router that attached to ACI Fabric
2. Create Tenant (TenantB in our example)
3. Create VRFs (VRF1 and VRF2 in our example)
4. Create Bridge Domain and map to VRF2 ( TenBDB in our example)
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5. Create EPG “EPG-DB2” and map it to Bridge Domain “TenBDB”

6. Create three L30ut EPGs (1 for external Connection, 1 for Firewall External and 1 for Firewall Internal. In our
example, we used “N5k-1” for external Connection, “FortigateExternalOut” for Firewall External and
“Fortigatelnternal” for Firewall Internal)

7. Create gateway IP on Bridge Domain (TenBDB) for VM Server
8. Ensure “Unicast Routing” is checked on Bridge Domain “TenBDB”
9. In Bridge Domain “TenBDB?", associate L30uts to “Fortigatelnternal”
10. Map VM Server to EPG “EPG-DB2” and configure IP address and gateway ip address (TenBDB ip address)
11.  Verify VM Server can ping to gateway |P
12. Create L4-L7 Device
13. Create Functional Profile Group as well as Functional Profile
14. Create Route Profiles
15. Create L4-L7 Service Graph Template
16. Deploy L4-L7 Service Graph

Configuration:

Configure the Bridge Domain TenBDB, VRF1 and VRF2. Associate Bridge Domain TenBDB to
VRF2
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Configure L4-L7 Device for physical Fortigate (GoTo Mode)
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All L3Out Interfaces which are used for Route Peering are required to be configured as
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Configure SVI for L30ut N5k-1

Logical Interface Profile - NSk-1_IP
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Configure Import/Export Route Control on Subnets for N5k-1 L30ut External EPG
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Configure SVI for L30ut Fortigate External out (FortigateExternalOut)
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Configure Import/Export Route Control on Subnets for Fortigate External out
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Configure SVI for L30ut Fortigate Internal (Fortigatelnternal)
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Configure Import/Export Route Control on Subnet for L30ut Fortigate Internal

(Fortigatelnternal)
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Create Functional Profile Group and Functional Profile from existing template
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Create Service Graph template
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+ I Daployed Gaph hstances

B Dapioyed Devices.

LT devices
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s Deploying Firewall Service for North-to-South traffic with OSPF

Deploy Service Graph

p—
» I sgpicason Proties
* I etworung

I L4407 Sarvice Pacaretees
+ I Securty Pobcies
.

sbieshaot Prioes

S

gy LT Service Ors

+ B Router con
b B funcsan Py 2] BSLELT Service Grsph Tamplsis

a7 et 1 D

+ O evices 5ol [ Serem
* B Capiced G Bl pens
+ B Dupicyed Dences

* I Devics Managers.
» I Crassis

B riband Mansgement Coskguraton i LLT dpvices

Operations.

153

* B irporied U E1 - Remove Retated Gajecs O Graph Tempiate

Froperties
Mame: RPTransit
Template Name: UNSPECIFIED
Conbguranen isues
Daseriphon: 00500
Labet:
Function Nodes: . puvy Tarction Nare Tortm Troe
RPTean Forbrat-FGAMC-1 MFrwwal Gate
Terminal Nodes: . e Provvicter Cormurar
Ll =
T Provider
Connectons: b Commecied hodes Uit nte Adacrecy Tyoe
[} RPTran T1 Trew =
(=3 RFTran T2 Trae (&3

st

SHOW USAGE

I

suwr || meser

A\,

Consumer will be L30uts facing external router. Provider is the internal EPG. In our

case will be N5k-1 and DB2 respectively.

System

cisco

Tenants Fabric VM Netwaorking L4-LT Services Adman Operations.
ALL TENANTS | A Tenan | e Aty | 4-L7 Service Graph Template To EPGs
STEP 1 > Gontract 1. Contract
Config A Contract Betwesn EPGs
£noa
l [ — -@ I |hmwcnﬂm-m TenanBIAPIecg-DEZ -3 5

Lokt heraten
Combact

B Fltar Ao 20 Tt )

01 Choumt An Existeg Conkact Subred

PapAO! \I :::: -Lnr.n

2 Graph

ACTIONS -

Route peering needs to be select for Internal and external connections. In our
example, we used “FortigateExternalOut” and Fortigatelnternal” as External and

Internal selections respectively.
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Apply L4-L7 Service Graph Template To EPGs [i ] ]
STEP 2 > Graph 1. Contract 2. Graph 3. RPTransit Parameters
Config A Service Graph
Crovieros - Tnnees ~®
0] Consumer Provider
E TenantB EPGIERG (Managed Firewall) c N @
EE TenaniB FGRoute (Managed Firewall) RPTransit
Fortigate_Out Fortigate_In
Tenante RPTransit (Managed Firewall) RPTran *
RPTransi Information
Firewall: routed
Profle. RPTransit
Router Config:  TenantB/RP2 - @
1 Gonsumer Connector

Type: O I
L3 Ext Network: TenantB/FortigateExtemalOut/Fortigate_Ov » o

Cluster Interface: Ext - dp
. Provider Conneclor 1
Type: © General @ Route Peering [
L3 Ext Network: TenantB/Fortigatelnternal Fortigate_in - @
Cluster Intarface: Int - dp

| PREVIOUS ]| NEXT ” CANCEL |

Last minute check to make sure configuration is good before hit “Finish” button

v
el Syster WM Netwarking L7 5 3 Operations i
cisco weicome,

i | ik

Apply L4-L7 Service Graph Template To El
I Guick Sart
e el -
» B Agphcation Frofies STEP 3 = RPTransit Parameters 1. Contract 2. Geaph 3 RPTransit Paramaters
ACTIONS -
» B Networiang
Lol config parametors for the selactad dovice
+ I Securty Pokcies
+ B Trostbeshact Pebes Poalio Hona: _eaticom’ styies P
+ I Menazang Peles —
Py JrIre—
4 B LALT Servcy Graph Tamplates
e B 4 3 Device Cortg Device =
¥ N RPSG B  * O Dewcabierice mrtmenal I
B » O Dewceniertace iniemal onion
» O voom RfTran
* B Router contguratons L y
© 4 53 Funcsen Contg Fenesen
EI B+ O Devoroue DeviceRnater
= ER=T DesPoley
» 4 Dwvcns
o B¢ D Fermsitdoesses -
» I Dervices Selection Polces =
[ — =R =T —re— gt
v e Gaagh Instanc
siored Grap oo
+ B Dapioyed Dusices = Puwssidontent Sy
T ntans i T rr— B ¢ O Feesaladenes -
B — m——__
- . B+ O Feemaiddusses swican apehe com
» O Chass :
o =R = T ree— [ ——
i ey
SHOW USAGE | supwrr | reser
amare
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Check the status and verify Device Selection Policy

Ackrn,

+ & EPaTana_top
» 8 useg EPGs
[ YTTETI—

4 I Newaring
B Brigge Damains
- R

I Extemal Bedged Netwans
4 I Extermal Routed Networks
» @ 51 Acton Rue Prosses
» I Maich Ackon Ruse Prolies

» (D FormgumExemaiOul
¥ B Forsgunemal
LN--1 2]

» B Reoute Proties.

* B Pestecol Polices

I La-L7 Servics Parameters
+ B Securtyy Poiioes
+ I Trousiesnosi Foscs

+ BB ucamoeng Policoes

4 I LT Senices.
» B L4-L7 Service Gragh Tempéates
B Reuter conbjurasens
» I Funcaon Pectien
» B L4LT Devices.
» B imzaried Devices

10 e e e {pen
‘Sebact Actians 13 creats § e RemL

» B Deployet Graph Instances

» I Dapiayes Duvices =

SHOW USAGE | RESET

WM Netwarking

L4-L7 Services

+ & EPaTana_top
» 8 useg EPGs
B L1 Sarics Paramesens

Py pre——
» B Bridge Damains
s
» I External Betped Nstwais

Extarrial Reuted Mabworis

Sal Acon Rusle Prosies
» B Maich Acien Fluse Frolies

» O FermgambatemaiOut
[ —
LN--1 2]

* B Route Profies

T Scom Prataced Subrst Camtrsl

W e A e e
Select Actions s creat 4 nem Rem,

L ——
I La-L7 Servics Parameters
» I secumy Poaces
+ I Trousiesnosi Foscs
b I Uenmseng Poscs
4 LT Sarvices
* I L4-L7 Servce Gragh Tenpiates
» I Reuter coniurasens
I fancaen Proties
» B L4LT Devices.
* B mgoried Devices

10 e e e {pen
Selact Actions 13 creats 4 e Rem

& I Dapoyes Duvices

SHOW USAGE | RESET
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Verify deployed Graph Instance

Ackrn,

b ® 0o en
+ & EPaTana_top
» 8 useg EPGs
[ YTTETI—

1

Consumer
PR re——
» B Brigge Domans
-
[ JrUnremp—
4 I Extermal Routed Networks
» B a1 Acton Fue Proses
» I Makch Ackon Ause Profies

FWITe0

Sk 1-Ext

RP

GRAPH MSTANCE THROUGH CONTRACT €2
b £ FerngumExtarmatiul
¥ & Forsgawniamal
(-1

b O s Praties

» I Postecal Potess

I La-L7 Servics Parameters

I Securty Polices

I Troushesnos Foscies

BB uennonng Posces

Lo ow

B LT Sarvices

» B L4-L7 Service Gragh Tempéates
B Reuter conbjurasens

» I Funcaon Pectien

» B L4LT Devices.

» B imzaried Devices

» I Davices Suiacion Polices

2l Functon Nede - RF
» I Daplayed Duvicas

T hband Masaparnst Contigeraton ki L44T devices

WM Netwo

L4-L7 Services

nsa Tenant | Seavcr: (RSN | commen | Tenan | Axian | memt | Wa

» B Extemal Bedged Netwark
4 I Extermal Rauied Networks
» 8 at Ackon Rule Prosies
» B W Asten Au Preties

100

=Y ——
[y ——
» B NSk

* I feoute Proties

» B rectocol Posces Cluset NS | e boctnce Enean
B L4-L7 Service Parameters FWIT00_External an-B05
I Sty Poleten W70 nemal ian-826

B8 Toouinsnest Poscies
W uenirng Posces

I L4LT Sanvices

+ B U417 Sarvce Gragh Tampentes
» I Router csniburasens

» B Funcion Peoties

» B L4LT Davices

* B imgoried Devices
+ I Davices Suswcson Petisns
* B Depiayed Graph instanon

BOP Duwice Cangueation
I G5PF Device Gonlgeraton
4 % C2AFTransmi Tenast
B BOF Graps nstance Canbguranen
B O5PY Graph imtescy Contguraton
4w Rp
T8 cannecir RPicensumer
1H comesur RPgraviter

T hband Masaparnst Contigeraton ttL44T devices
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Deploying Firewall service with Fortigate-VM and VmWare

Pre-requisite
« Fabric Access Policies creation relating to Vlan Pools, Domain, Attachable Access Entity Profiles, Interface Policies
and Switch policies
« Create Tenant, VRF, 2 Bridge Domains, 2 EPGs
« Associate2 Bridge Domains to VRF
« Associate 2 EPGs to the 2 Bridge Domains
« Layer4-7 Device Package has imported into Cisco APIC

Work Flow:

Create Go-Through mode Fortigate VM Devices on Cisco APIC
Create Functional Profile
Create Service Graph Template

Hpowbd =

Deploy Service Graph

Configuration

Create Layer 4-L7 Device on Cisco APIC

L4-L7 Devices - FGVMLZ
Policy
(O3]
General ; Device 1
Managed | Management I Addeess: 10,160.11,100 Manageman Port: 443
Name: FaVMLZ VCemer Hame: woemter M Name: FaVM 103
Davice Package: Fortit-FGAPIC-1.2 Chassis: | . @

Service Type Firewall .

Oovvien Type: VIRTUAL e "

e e Nama mc ]

Costot furate: Hnght § pertz [r—— - [ —

e m % | perty ataerh hapie 3 Nade-101Fan- 1800012

| CuusterMods. Single Node.
Cradentials Cluster
Linemame: wirmn A 10,160,115 Managamart ot
Paiesrd Devicn Manager -
Gonbim Pusswert [Et— .
Configuration State Tyee e = Concrete bnsaces
geraton DrLELT devices Conbguranen Baue . - ORI Do UperE]
Daviced State slabie
— - FONMLZ Devica_t{part2}
= e T T P T

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP
addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.
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aliali System Tenants Fabnc WM Nebworong L4LT Services.

CIsCo
ALL TEMANTS | Add Tesanst | Search: [EREERIRGISEI | co=ro= | Teran® | Asian | mgm | inta

L4-LT Services Function Profile Group - FP
=k

s Properties

Functional Profile Objects Explanation under “Features”

Device Network:

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the
interfaces (typically external and internal) that will be associated to the VDOM.

Ay
‘9' Similar to above notes, for Go-To Mode, please modify the IP address field otherwise
leave the default for Go-Through Mode.

Firewall Objects:

This field allows user to customize Firewall Addresses, Service and scheduling.

Firewall Policy Rule:

This field encompassed the creation of Firewall policy that will be program onto Fortigate. Security Profile
and Logging Options are also configured here.

Static Router:

Allow user to configure static route that will be used on Fortigate.

All:

This field listed all the parameters stated above plus DDOS configuration.

Create Service Graph

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.
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I Cuch S
4 & TanarTenars

» I Apsicaton Proties

+ I Trousleshost Polcies
+ B Monitorng Poscas
- LT Services
4 B L8-LT Sarvice Graph Temlates
bV Layer280
b N Layar3so

b Tesn2

» B LALT Davices
+ I imgoried Devices
* I Devices Susachon Pelices
+ I Daployed Graph mstances
I Depiayes Davices
Tl nbana Masapemest Contgeraton for 447 devces

L4-L7 Service Graph Template - VML2

Cansumer

Deploying Firewall service with Fortigate-VM and VmWare

Operations

PGV isbation
Frawa Warsparem
Protis: BanicFevwalPolicy

sueusace s |[_sescr |

Deploy Service Graph

Once we combined the Firewall configuration and associated device together, we are ready to deploy the service
Graph to create a VDOM.

+ I Troubleshost Poscies
+ I Wcaimorng Pusces

1@ soonr LeL servive arapn Tompine
» O

[Z] T CAXT Service Graph Tempiste
4 I Fusc
L
o ) B Rerove Rolstes Otjects Of Graph Tamplate

BT -

» I Devics Masagars
+ B Chasss

L4-L7 Service Graph Template - VML2

Cansumer

Operations

PGV isbation
Frawall Tansparem
Protis: BanicFevwalPolicy

On next screen select the Consumer and provider EPGs and assign a contract name or select a pre-define

contract.
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I o et
4 2 Tarar Toranty

» B Appiscabon Protes
» I Netwarking
I L4L7 Service Farameters
» B Sacusity Pukcies
I Troublestoot Palicies
» B Monitaring Polcies
4 B L4LT Senvices
4 I L4-L7 Servicn Grmph Terplates

T
b vz
» B Router contguratons
b B Functon Prosias
4 I L4-L7 Davices.
» T Fovz
» T Fovay
» @ rwaronz
» T Paarsous
B ptent Garcas
I Devicns Sehechion Pabcies
» 8 Desloyed Geaph Isstances
B Desieyed Dovican
T8l insand Management Canbguraten tof
» B Devcn Managers
» B Chasss

STEP 1 > Contract

Conhg A Contract Between EPGs
EFG4 intormaton

Comant umann
Corvact @ ract L

Comtract Nama comtract

o Fiter (Ao A1 Teaticy [

Pronéder EPG / Exsamal Nesworkc Tesast](49/epg-D8

Installation Variations

[ contract 2 Grapn

Next screen select the logical interfaces defined during the creation of Layer4-7 Device.

B Cuck st
& & TanansTenanti
» I Apslcaton Proties
+ B Haworing
B L4-L7 Service Paremelers.
+ I Secerity Pt
+ I Trousleshost Polcies
» B Monioring Pusicaes
o B LT Sarvices
4 I La-L7 Sarvice Grap Temslates
F N Layer2se
P N Layerso
o Tesnz

* I Fouter combpurasens
4 I Fusction Frofies
B rro
» B LA-LT Davices
» I imgoried Devices
» I Davices Sesacton Relwies
» B Deployes Graph Instances
* I Depiayes Davioes
18 nband wasapsmest Contguraton
» I Davice Masagers
+ B Chassis

STEP 2 > Graph
Config A Service Graph
_ Gragh Tempists:  Tenart1 VLT
= Consumer

B Tenant] FOVMLE (Managed Frewall)
B Tenant FGVALY (Managed Firewall

B Fenant? FWI700L2 Managed Fioesall] s
B Sanant) FWITI0L3 (Managed Fremall vmL2
PR wrasion
Fiewsl vanigasent
Profie. Basic-Frmal-Folcy
Comtarer Conmactr

B0 Toruant1 /B2 @
e T e
Cheatar Wntertac: ina @

@ a

1. Contract

3 FGVML2 Paramaters

2. Graph

Provider
0B

(o) (v ) [emncar]

smesace | somer | seser |

Next screen to the last minute check to ensure everything is accordingly before deploy. If ok, then hit the submit

button.
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alvaln
CIsco

p—n—
Apply L4-L

I o et
4 &k Tanan! Tanantl
» B Appiscabon Protes
B Retwarking

I L4L7 Service Farameters
» B Sacusity Pukcies

STEP 3 > FW3T00L2 Parameters

Deploying Firewall service with Fortigate-VM and VmWare

1. Contract

2 Gragh

confy parameters for the selected dewice

+ B Tooublestoos Palices

_editicon shyk=

» I Montaring Paliies I
4 8 S Feaures il " |
4 [ L4-L7 Servce Gragh Terpiates:
EREL ] Davice =
T B ¢ O Dewcamertac wnal I
bz B ¢ O Deviceintertace e
» (B Router condguratons B4 Jn-umcm Funcion
» B Funcbon Prots a B » CF DevicaRoue DaviceRovier
o 0 LT Devices B DasPolcy ]
» Bl Fovuz = I ._l Frawalasa-eiias -
» T Fenas a ¢ -J Frewaldddesses utgtms
» @ rwaroez B ¢ O Frewalsddeesses [ ——
+ Tl PraToowa B Frewattadeien Soope-ey
I g Durecas B ¢ D Frewalndozes sofwareupéate vTware com
I Devices Selection Pobcies a "-‘i Frawalhddesses e
» B Dewloyud Gaaph Instances B+ 5 Prewaiddoness Lot et cem
» I Depieyed Divicss B 'Jnmmmuw EX12) byt
= » L EX 43 Foiv ] Lt

T8l insand Management Canbguraten tof
» (B Devica Mansgers
» B Chass

() |
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Deploy the firewall device shared by multiple service graphs

Pre-requisite
« Fabric Access Policies creation relating to Vlan Pools, Domain, Attachable Access Entity Profiles, Interface Policies
and Switch policies
« Layer4-7 Device Package has imported into Cisco APIC

Work Flow:

Create Tenant ( “Tenant1” in our example)

Create VRF ( “ctx” in our example)

Create 4 Bridge Domains (“BD1”, “BD2”, “BD3” and “BD4” in our example)
Associate Bridge Domains to VRF

Create 4 EPGs (“App”, “App2”, “DB”, “DB2” in our example)

Associate EPGs to Bridge Domains (EPG “App”, “App2”, “DB” and “DB2” are mapped to Bridge Domain “BD1”,
“BD2”, “BD3” and “BD4” respectively in our example)

Create Go-Through mode Device on Cisco APIC and define 4 logical interfaces
Create Functional Profile

9. Create 2 Service Graph Templates
10. Deploy Service Graph 2 times on the same device but with different EPG pairs

o gk LN

® N

Configuration

Create Tenant, VRF and 4 Bridge Domains on Cisco APIC

-::llls-élc;- o == T T — P ) e F-] fl
ML TERANTS | Add Tenant | Search: [ ERTEEEIEEEEI | Tenantt | Tenan® | Axian | common | ika
L4-L7 Servica Graph Template - TestL2 i

Consumar Pravider

. . .
— FWATOILE
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Create 4 EPGs

WM Networking

ks

L4-L7 Servica Graph Template - TestL2

s m Poly  Faum Hatey
| W Agpbcasen Polies .
Py

4 O Appiicaton EFGs
+ @ EPaapp
+ @ epoaonz

Consumer

Pravider

FWTOOLE
I

FWITOOLZ imkrmation
Fitwwat. Transpanset
Frote. Basic.Frewst Policy

Associate EPG “App”, “App2”,
“BD4” respectively

“DB” and “DB2” to Bridge Domain “BD1”, “BD2”, “BD3” and

ity
4 I sgpheaten Proties

m Gowstons  Suh  lwsm  Faul  Hetey
ot Labels F s
4 B Appiicaton EFGs @

ACTIONS -
VO EPG At Properties

* B L4L7 Services

[ SHOW LI SAGE sunmT RESET
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Admin

VM Networking L4LT Services

Tenants Fabrc

afran]ie Sysies
cisco
AL TENANTS | A Tonart | Sewer: (RSN | Toraret | s
Tenant Tenant =
enant Tenantt o= EPG - App2
I o et

m Opasiens SuE lMe® Faub ek

4 &b Terant Tnantt

4 I sgpheaten Proties

,
J— =) 100 | o

+ & EPGace Properti
I oo R
_ Nama: App2

» ® eroez
9 EFGs
447 Barvice Paramilers Toge: -
o et
b B Netwshing N

B Li-LT Service Paramaters
+ B Secunty Pobcies
[ RIS —
I Wositoring Polcies
* B L4L7 Services

Rscived Bridge Domain: Tenant1/BD)
- -

[ SHOW LI SAGE sunmT RESET

Admin

EPG-DB
I o et

4 &b Terant Tnantt
B3 - erotaes

4 I sgpheaten Proties

PR T
[Sp— =) 100 | o

+ ® EPOfsn p
+ @ ePason Properties

417 Senvice Farameters

b B Netwshing ey T et
B Li-LT Service Paramaters

+ 8 secuiy Fo

[ RIS —

I Wositoring Polcies

* B L4L7 Services

o

[ SHOW LI SAGE sunmT RESET
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B Application EFGs
+ & EPGace
+ © epo a2
+ & EraoB

DEFGE

7 Sanice Parameiers

+ B Secunty Pobcies

» B Teoubiesmoot Pelwses
» 8 Wotarng Pbces

* B L4L7 Services

SIEY

Properties
Kama: DB2

Dasariptien:

Tagn:
-
wSeg EPO Tt
peTagisciass) S4TH
[T r—
Inira EPG Isclation: | frdosced
Cuatom Q05! seiect s - -
Comguraton Saus appled
Confguraton lisees:
Labsal Match Critsia:_siaanstne =
oo e <o

Rascived Bridge Domain: Temanti BD4

Deploy the firewall device shared by multiple service graphs

ACTIONS »

somusice | s [ asis

Create Device with Go-Through mode with 4 logical interfaces on Cisco APIC (“Ins” and “Out”
for Service Graph 1, “g2_ins” and “g2_out” for Service Graph 2)

4 B pgiicaton EFGs
+ @ EPaapp
+ 19 EPoapn2
+ & ePae
v ® erocez
* M uSeg EPGs
[ TTTEEr—

» B Nt

b Moo Pokces
4 I LaLT Services

B Rosster contiguratons

» I Devics Manigers
» . Crasss

» B L4LT Sarvice Oraph Templases

L4-L7 Devices - FW3700L2

©Ed

General
Managed ]
Mame FWITOOLZ
Darwice Package: Fortinet-FGAPIC-1.2
Sarvice Typs Fuwmall
Davice Type: PHYSCAL
Prrysical Domasn: FDomain -3
Contest Aware Multiple

Function Type:

Clusiar Made: Singie Rooe

Credentials
: wimin
Poaswenrd. .
Confum Passwond. ——.

Configuration State
Condguianen lssues
Davices State slatie

Device 1
Management I A 10.160.11.19
Chassis: swect » v

bisrtacs:

= Mame

poet?
pom

Ean
Noss-18ten D

Hote-102wB 110

Cluster
Management I Address: 10,150,118 Maragemant Port. 443 B
Device Manager: oot - @
Chister niartaces: .
Trew o = Comcroem Imestaces
ok ™ FWATO0L2_Dwwce_1ipors]
prev— ] FWITO0L2_Dwice_iper]
- = FWITO0L2_Dwwce_1ipors]
= FIITOOLE_Davice_tiport]

SHOW USAGE I RESET

Create Functional Profile

Functional Profile defines the template for the Service(s) that is going to deploy such as L4-L7 Device Interface IP

addresses, Rule ID, Object Addresses, Policy Rules, Source/Destination Ports...etc.
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aliali System Tenants Fabnc WM Nebworkng L4LT Services.

CIsCo
ALL TEMANTS | Add Tesanst | Search: [EREERIRGISEI | co=ro= | Teran® | Asian | mgm | inta

S L] L7 serices Function Profile Group - FP

-o

= R

Properties

.......

Functional Profile Objects Explanation under “Features”

Device Network

Contained External and Internal Interfaces that will be programmed onto Fortigate VDOM. This is the
interfaces (typically external and internal) that will be associated to the VDOM. Please leave the field in
this section untouched for Go-Through mode deployment.

Firewall Objects
This field allows user to customize Firewall Addresses, Service and scheduling.
Firewall Policy Rule

This field encompassed the creation of Firewall policy that will be program onto Fortigate. Security Profile
and Logging Options are also configured here.

Static Router
Allow user to configure static route that will be used on Fortigate.
All

This field listed all the parameters stated above plus DDOS configuration.

Create Service Graph1

Service Graph template is used to tightly coupled the Functional Profile or Firewall configuration and combine
with the Firewall device we defined at earlier steps.
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1N
cisco
AL TERANTS | A

I G et

4 &b Tanantanantt

e =) T

» . atwarkig

ph Template

Drag device clusters to creale graph nodes |

Graph Name. Larper 256
Graph Tros: & Create ANew One. ) Clone An Exnting One
L+ B Terantt FOVNLI (Mansged Fresmall)
I Rosster contguratons B Tanantt FGVILI (Managed Fiosmall] Consumar Pravider

» B8 Funchon Prties |5 ot FATOOL2 Mg st om
) 3 =
- B Tenamt PWITO0LI (Managed Firewall) FWITOILZ
a

P 2 serce nose.

PWITSOL rdsrrston

Protle: Fortinet-FGAPK- 1 3fitssic-Frewel-Fob ~ [
* B Degioyed Graph stancas
» I Deployud Duvices

TEL ismsd Mansgement Canbgurasen i LiAT)

» 1 Do anagees

Deploy Service Graph1

Once we combined the Firewall configuration and associated device together, we are ready to deploy Service
Graph 1

L4-L7 Service Graph Template - Layer2SG

Consumer Pravider

i
B L4-L7 Sarece Parameters
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On next screen select the Consumer and provider EPGs (“Apps” and “DB”) and assign a contract name or select a
pre-define contract.
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Next screen select the logical interfaces (“ins” and “out”) defined during the creation of Layer4-7 Device.
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Last minute check to make sure configuration is good before hit “Finish” button
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On next screen select the Consumer and provider EPGs (“Apps2” and “DB2”) and assign a contract name or select

a pre-define contract.
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Next screen select the same logical interfaces (g2_ins and g2_out) defined during the creation of Layer 4-7

Device.
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Deploying High Availability Service with Cisco ACI and FortiGate

Pre-requisite

On Fortigate:

« Configure Fortigate HA Pair (Active-Standby Mode). Please consult Fortinet support website for setting up HA
procedures.

On APIC:

« Fabric Access Policies creation relating to VLAN Pools, Domain, Attachable Access Entity Profiles, Interface
Policies and Switch policies.

o Create Tenant, VRF, 2 Bridge Domains, 2 EPGs

« Associate 2 Bridge Domains to VRF

« Associate 2 EPGs to the 2 Bridge Domains

« Layer4-7 Device Package has imported into Cisco APIC

Work Flow:

1. Create Go-Through Mode with HA enabled, then configure Device #1 and Device #2 on Cisco APIC
2. Create Functional Profile

3. Create Service Graph Template

4. Deploy Service Graph

In general, the procedures to deploy a Go-Through mode HA scenario vs regular Go-Through mode deployment
are identical with the exception of enabling HA during L4-L7 device configuration. User needs to select HA Cluster
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instead of Single Node for Mode selection; there will be two devices appear on the screen where user will input
the same Active Fortigate |P address and the corresponding connection ports between Fortigates and Cisco APIC
for both devices. Please see below screen shot for reference.

L4-L7 Devices - FG3700_HA
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APIC Infrastructure and FortiGate rollback

Upload and unload device package

Add and Delete device, FortiGate should clean-up previous configuration.
Dynamically modify and update policies

Detach and Attach service graphs

o o0Dd =

Delete tenants while service graphs in use.
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Basic Troubleshooting

Verify Service Graph deployed

If Service Graph Deployed failed:
Navigate under Tenant > Deployed Graph Instances to check the state of the deployed graph.

If state is failed apply, then go down one level to the Deployed Graph Instances and navigate to the Fault
tab to check the error log. Any error code in 1000 range are relating to FortiGate while others belong to APIC

Currently we only have the following error code:

1010 Configuration Error in device configuration
1020 Configuration Error in function configuration
1030 Internal Error -3
1040 Internal Error -4
1050 Internal Error -5
1070 Feature not available
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Service deployed but parameters missing

If Service deployed but certain parameters not showing up on Fortigate, please follow the below steps:

1. Navigate to Tenant> Provider EPG>L4-L7 Parameters, ensure the missing parameters are listed.If not,
double check the functional profile to confirm the configuration
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